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Abstract—We design, implement and study a decentralized
secure broadcast encryption channel (SBC) on the InterPlanetary File System (IPFS) protocol stack. The SBC leverages a
cryptographic broadcast encryption scheme that allows a set of
participants (the sources) to encrypt messages with capabilities
that only a subset of receivers can decrypt. The encrypted message is then published on a public channel where all the receivers
attempt to recover the plaintext of the encrypted message. The
decryption is successful only for the subset of receivers selected by
the source. Furthermore, the SBC guarantees that every reader
has the same view of the messages published in the broadcast
channel and that the published messages are not tampered.
This technical report shows that the IPFS protocol stack can
be used to implement a practical and decentralized SBC. We
demonstrate that the properties provided by the IPFS protocol
stack such as data integrity, availability, censorship resistance,
decentralization and available pub-sub semantics can be leveraged to implement a practical and secure broadcast encryption
channel that can be used by a wide array of applications.
Moreover, we implement SBC-IPFS, a decentralized and secure
broadcast encryption channel and study its bandwidth overhead
and performance in the context of real-world applications.

I. I NTRODUCTION
A broadcast encryption channel is a widely studied and used
primitive that enables multiple sources to broadcast data simultaneously to many receivers. The source attaches capabilities
to the data published in the channel, so that only a subset of the
receivers can utilize the data (selective disclosure). In addition,
the source should be able to efficiently change the subset of
qualified receivers and revoke access to previous receivers
in each data broadcast. Broadcast encryption channel uses
broadcast encryption schemes [1] to implement the selective
disclosure. A broadcast encryption scheme allows a source to
construct broadcast messages to a large set R, with |R| = t,
such that only a subset S ⊆ R, with |S| = r, is capable
of reading it. The subset of selected receivers might evolve
dynamically such that the sender might choose the set of S at
any time.
A secure broadcast encryption channel (SBC) is an instantiation of the broadcast channel primitive with the additional
guarantees that all the receivers have access to untampered
and authenticated data in the broadcast channel.
A real-world example of a broadcast encryption channel
with selective disclosure is the emission of digital TV signals
through the atmosphere. The encoded and encrypted signal
is emitted by the TV broadcaster (the source). The signal

is received, decoded and decrypted by the satellite dish and
TV set by the receivers. Only viewers that have a TV set
with the correct decryption key installed can watch the TV
shows broadcast. Note, however, that this broadcast encryption
channel is not secure.
More recently, many cryptographic schemes have relied
on theoretical secure broadcast channels between participants.
However, there are no practical SBC implementations that can
be used by system and protocol developers. In this work,
we fill this gap by designing, implementing and evaluating
a practical secure broadcast encryption channel that leverages
the IPFS [7] protocol stack and can be used in a variety of
applications.
Broadcast Encryption
In broadcast encryption schemes the selective disclosure
mechanism plays an important role in the performance and
flexibility of the encryption channel. In recent works [5]
[3] [2], the selective disclosure mechanisms are implemented
through cryptography. In the trivial case, the source encrypts
the data to be published in the public channel and distributes
the decryption keys to the subset of receivers that are allowed
to utilize the data. However, this approach is not practical as
it requires the source to generate and distribute a new secret
key every time the subset of receivers changes. Less trivially,
the source can leverage public-key cryptography and key
encapsulation schemes (KEM) [4] to generate and distribute
the symmetric cryptographic key material to the receivers.
Recent research work [2] [6] has improved the efficiency
and overhead of KEM-based broadcast encryption schemes.
These schemes leverage pairing cryptography to achieve low
bandwidth overhead, optimize the computation time to decrypt
the message by the receiver and provide security against any
number of colluders. In addition, the pairing-based broadcast
encryption schemes offer the flexibility to define the trade-off
between the length of the receiver keys and the overhead of
the ciphertexts.
In addition to pairing-based broadcast encryption, there are
other schemes that implement the selective disclosure in broadcast channels. Attribute-based encryption [3] and functional
encryption [5] are some examples. In this work we focus on
studying the practical considerations of implementing a secure
broadcast encryption channel using the IPFS protocol stack.

IPFS as a Secure Broadcast Channel
IPFS [7] is a content-addressing distributed file system that
is implemented by a stack of modular protocols with well defined responsibilities and interfaces. Most notably, the network
layer defines the data transport in the network; the routing
layer is responsible for network peer and content discovery;
the merkledag layer defines how to resolve content paths in
the network and the naming layer defines how to immutably
name resources stored in the network. On top of these layers,
developers can build rich decentralized applications. The IPFS
protocol stack allows developers to represent, replicate and
route arbitrary data structures in a distributed network, unlocking the potential for developers to create secure, scalable,
offline-first and distributed applications. A notable example
of an application developed on IPFS is PulsarCast [8], a
distributed pub-sub system which is built on the IPFS protocol
stack to achieve high scalability, persistence and eventual
delivery guarantees on a distributed network.
In this work, we implement SBC-IPFS and show how the
IPFS protocol stack can be leveraged to implement a practical,
decentralized and secure broadcast encryption channel. A practical SBC system requires a reliable and scalable transport bus,
message authentication, message integrity and data availability.
Moreover, pub-sub semantics help abstracting the message
transport between participants of the broadcast channel and
provide added flexibility. In addition to above-mentioned
properties, the IPFS protocol stack provides availability and,
potentially, censorship resistance in a distributed setting. These
properties make IPFS a suitable fit for the infrastructure upon
where to build a scalable, decentralized and secure broadcast
encryption channel.

The remainder of this technical report is organized as
follows. Next we describe the design, infrastructure and implementation details of SBC-IPFS and how it glues together the
IPFS protocol stack and the pairing-based broadcast encryption scheme. In the last section, we outline the performance
and overhead evaluation of SBC-IPFS when applied to two
real-world use cases: a privacy-preserving and verifiable analytics system and a decentralized chat application.
II. SBC-IPFS: A SECURE BROADCAST CHANNEL ON IPFS
In this section we describe SBC-IPFS, an implementation
of a practical and secure broadcast channel on IPFS1
III. E VALUATION
In this section we evaluate the SBC-IPFS implementation
(Section II) applied to two use cases: a privacy-preserving
and verifiable analytics system and a decentralized chat
application1 .
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